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APC by Schneider Electric NetBotz®  250  
 Web  (Web UI)  (CLI)  

 250 
 250 

 250  NetBotz 
 150s 

 250  NetBotz  
NetBotz 

NetBotz  250  250 /

 APC by Schneider Electric www.apc.com 

NetBotz  250  NetBotz  250 
NBRK0250

 APC 

Modbus  Modbus  NetBotz  250
NBRK0250 Modbus 

Modbus Modbus  www.modbus.org.

 APC by Schneider Electric  APC by 
Schneider Electric 

http://www.apc.com
http://www.modbus.org


NetBotz  250 4

 APC by Schneider Electric  
APC by Schneider Electric 

.

 NetBotz  250 • USB A-USB  B 
• AP9335TH

• NBWS100T

•  (0M-814726) 
• NetBotz 125 kHz NBHN125

 NBACS125 
• NetBotz 13.56 Mhz 

NBHN1356
 NBACS1356 

 USB NBWC100U

 1.8 m 6 IEC-320-C13  IEC-320-C14 

 1.8 m 6 NEMA 5-15P  IEC-320-C13 

 1/4 W 150  (2)
1/4 W 499  (2)

 203 mm 8 

 203 mm 8  (2)

  19 2

 A-Link 

 8-32 x 1/4- 4

ae
m

03
15

c
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 250  APC by Schneider Electric  APC by Schneider 
Electric 

• NetBotz  150 NBPD0150
• /  (AP9520TH)
• AP9335T
• / AP9335TH
• / (NBWS100T/NBWS100H)
• USB NBWC100U
• NetBotz 3.65 m 12  APC by Schneider Electric NBES0303
•  NetBotz 15.24 m 50  (NBES0302)
• NetBotz 125 kHz NBHN125
• NetBotz 13.56 Mhz NBHN1356
• NetBotz  (NBES0304)
• AP9324
• NetBotz NBES0306
• NetBotz NBES0307
• NetBotz NBES0301

• StruxureWare Data Centers Expert® (DCE)
• EcoStruxure IT®

NetBotz  250  SNMPv1  SNMPv3  DCE  EcoStruxure IT 



NetBotz  250 6

 

 “ ” 26

  10 A 

 USB  NetBotz USB NBWC100U
NBWS100T

   #1  #2 
 #1  #2 NBHN125  NBHN1356

 AP9324

  APC by Schneider Electric 
 “ ” 11

NBES0304

 USB  USB 

  12 VDC  24 VDC (75 mA) 

 10/100  LED  “LED ” 7

 A-Link  NetBotz  150s NBPD0150 /
AP9520TH  CAT-5 

 (100–240 VAC/24 VDC  Ap9505i  
NetBotz  150 “  A-Link ” 12

 Modbus RS485  Modbus 

  USB A-USB  B  
 USB  COM 

USB  FTDI  VCP  FTDI 

  LED  =  =  

  250 

1 2 3

5 64

Sensors
ResetUSB Power

Console 
Port
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Output

Relay 
OutputCom
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+
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 APC by Schneider Electric NetShelter® VX  SX 
 U “ ” 10

LED 
Status LED

 LED  250 

*  BOOTP  DHCP  TCP/IP  “TCP/IP ” 14
†  DHCP “BOOTP  DHCP ” 15

Link-RX/TX (10/100) LED
 LED  250 

•  250 
•  250  www.apc.com 

  250  TCP/IP 

  250  www.apc.com  
  250  TCP/IP *

  250  BOOTP *

 LED 

  LED  250 DHCP† *
 LED  250 

•  250 
•  250 
•  250  www.apc.com 

 250  10 Mbps

 250  100Mbps 

 250  10 Mbps 

 250  100 Mbps 

http://www.apc.com
http://www.apc.com
http://www.apc.com
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 NetShelter VX  SX 

1.  250 
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NetBotz  250  PoE  NetBotz  250  PoE

 250 
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3.
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 “ ” 6

*  “ ” 25
†  “  A-Link ” 12

 RJ-45  CAT-5 
“ ” 27

 250 
– NetBotz  PX-HID AP9361
– NetBotz  180 NBPD0180

 250 
 250 

/ /
 AP9324 *

• NBES0302
• NBES0303

  #1  #2

• NBHN125
• NBHN1356

 #1  #2

 150 NBPD0150 A-Link †

• /  (AP9520TH) A-Link †

• AP9335T
• / AP9335TH

 NetBotz 
•  (NBES0304)
• NBES0306
• NBES0307
• NBES0301

 NetBotz 
NBES0304
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 A-Link  

 NetBotz  150s NBPD0150  /
AP9520TH

A-Link  APC by Schneider Electric  CAN  A-Link 

 250s  NetBotz  

 NetBotz  150 
 100–240 VAC/24 VDC—AP9505i

1.  NetBotz  
150  250

–  CAT-5
  

–

–  A-Link 
 1000 m 3,280 

2.  A-Link  
ALink   

3.  
(Ap9505i)  

 150s  24VDC 
NetBotz 

 150  A-Link 

 1  2 

-Link

-Link

Door #1
Sensors

2

6

31

54

-Link

-Link

-Link

-Link

ae
m

01
19

b

-Link

Beacon

Door #2

Handle #1 Handle #2

NetBotz 
 250

NBRK0250

NetBotz 
 150

NBPD0150

NetBotz 
 150

NBPD0150

/
 

(AP9520TH)
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 Modbus 
NetBotz  250  Modbus  RS-485 
Modbus  2   4  RS-485

 www.modbus.org  Modbus 

 Modbus ,  Modbus  Modbus 

Modbus  150 
 

 9600  600 m 2000  19,200  300 m 1000 
 

2-  

4-  
ae

m
05

39
a

Modbus 

ae
m

05
40

a

Modbus 

http://www.modbus.org
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 StruxureWare   
StruxureWare 

 TCP/IP  250 
• IP 
•
• watchdog  www.apc.com  

NetBotz  250 
 250  IP 

 250  
(127.0.0.1)  

TCP/IP 

TCP/IP 
 Ipv4  TCP/IP 

• “  IP ”
• “BOOTP  DHCP ” 15
•

– “ ” 16  
– “ ” 16

• “ ” 18

 IP 
 IP  IP  250  IP 

 Microsoft Windows 2000  Windows Server® 2003 Windows Server 2012
 32-  64-  Windows XP Windows Vista  Windows 2008 Windows 7 Windows 8
 Windows 10 

 IPv4

1. www.apc.com/tools/download
2.
3. Filter By Software/Firmware / Software Upgrades - 

Wizards and Configurators —
4. IP

 Windows“ ”

http://www.apc.com
http://www.apc.com/tools/download
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BOOTP  DHCP 
 TCP/IP DHCP  DHCP  250  

TCP/IP BOOTP  

INI BOOTP DHCP  APC by Schneider 
Electric www.apc.com  250  TCP/IP 

“  IP ” 14 “ ” 16
“ ” 16  TCP/IP 

BOOTP  250  BOOTP  TCP/IP  
RFC951  BOOTP 

 BOOTP BOOTPTAB  250  MAC IP 
 MAC  250 

 250 BOOTP  TCP/IP  
•  bootup  250  TFTP  FTP  BOOTP 

 250  bootup  
•  Web Ui  “Web ” 19  CLI “

” 16  250 
apc  

BOOTP

DHCP  RFC2131/RFC2132  DHCP  250  TCP/IP  

 250  DHCP  DHCP  
250  www.apc.com  250 

1.  250  DHCP 
–  APC
– (  250  MAC )
– (  250 )

2.  DHCP  DHCP  250 
DHCP DHCP  43  250 

 DHCP  43  APC cookie  DHCP 
 250  cookie

 43 = 01 04 31 41 50 43
 

– 01
– 04
– 31 41 50 43  APC cookie

 DHCP  250  Web 
 DHCP “APC”cookie  

www.apc.com  250 

http://www.apc.com
www.apc.com/support
www.apc.com/support
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 250 
1.  USB 
2.  USB A-USB  B  250 

 USB  COM 
USB  FTDI  VCP  FTDI www.ftdichip.com 

3.  3  HyperTerminal™ PuTTy  
Tera Term  9600 bps 8 1 

4. ENTER  User Name
5.  apc 

“ ” 17

 250  ARP  Ping  250  
IP   Secure SHell (SSH)  Telnet  TCP/IP 

 250  IP  SSH  Telnet  250  
ARP  Ping

1.  ARP  250  MAC  IP  
 MAC  250 

 156.205.14.141  250  IP  00 c0 b7 63 9f 67  
MAC 
– Windows 

arp -s 156.205.14.141 00-c0-b7-63-9f-67
– LINUX 

arp -s 156.205.14.141 00:c0:b7:63:9f:67
2.  113  Ping  ARP  IP  1  IP 

 
– Windows 

ping 156.205.14.141 -l 113
– LINUX 

ping 156.205.14.141 -s 113
3.  SSH  IP  250

ssh apc@156.205.14.141 -c aes256-cbc
-c aes256-cbc  3des-cbc

4.  apc 

“ ” 17

https://www.ftdichip.com
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 20 “ ”  21 “ ”

1.  250  IP  
2.

tcpip 
-i yourIPaddress 
-s yourSubnetMask 
-g yourDefaultGateway

  xxx.xxx.xxx.xxx  
 IP  156.205.14.141  

255.255.255.0  156.205.14.1  
tcpip -i 156.205.14.141 -s 255.255.255.0 -g 156.205.14.1

3.  reboot  250 

.INI 
 .INI  .INI  250 

 250  APC by Schneider Electric “ ”  
FA156117  www.apc.com  Support > FAQs  > 

www.apc.com/support
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 250 
1.
2.  USB A-USB  B  250 

 
 USB  COM 

USB  FTDI  VCP  FTDI 
3.  HyperTerminal TeraTerm  PuTTY  

9600 bps 8 1 
4. ENTER  User Name  

User Name
–
–  3 
–  2 

5.  Reset  LED LED 
 Reset

6. ENTER  User Name ( )  apc,
 User Name  30  

5 
7.  apc

user -n user name -pw user password 
 XYZ

user -n apc -pw XYZ 

user -n <user name>
 Access:Disabled

user -n <user name> -e enable
8.  quit  exit 
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 250
 250  250 

• Web HTTP  HTTPS  
• Telnet  Secure SHell SSH
• SNMP
• Modbus

 www.apc.com  NetBotz  250  

Web 
 Microsoft® Internet Explorer® 11 Firefox®  Chrome®  250 

 Web  Web  https://<your_device_IP_ 
address>  https://<your_device_dns_name>

 (apc) 

 HTTPS  HTTPS 
 HTTPS  www.apc.com 

HTTP  HTTPS
 Web  Web  HTTP  HTTPS. 
• HTTP  
• HTTPS  (SSL) 

 250 

 HTTP  HTTPS  Configuration > Network > Web > 
Access > >Web>

 www.apc.com
 2 “ ”

www.apc.com/support
htps://www.apc.com
https://www.apc.com
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 Telnet  Secure SHell (SSH)  
Configuration > Network > Console > Access  >  >  > 

 SSH  

SSH
SSH  Web SSL  
Secure SHell (SSH)  CLI  

 SSH  Telnet  SSH
 SSH  SSH 

 www.apc.com  NetBotz  250  SSH 

Telnet
Telnet  Telnet

 Telnet  250 
1.  ENTER

telnet address 
address  250  IP  DNS 

2.  apc  apc  ATS 

www.apc.com/support
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SNMP
 SNMP  SNMP  Web 

Configuration > Network > SNMPv1  SNMPv3 > Access
 SNMP  SNMPv3  www.apc.com  NetBotz  250 

 StruxureWare Data Center Expert  EcoStruxure IT  250
 SNMPv1  SNMPv3  StruxureWare Data Center Expert  EcoStruxure IT 

 

SNMPv1 
 PowerNet® MIB  SNMP MIB  250 
SNMP  

SNMPv1  SNMPv2c “ ”  FA156193
 www.apc.com  Support > FAQs  > 

SNMPv3 
SNMPv3  GET SET SNMPv3  
MIB  GETs  SETs  MIB  

SNMPv3 SNMPv3 MIB  250  MD5  SHA 
 DES  AES 

Modbus
 250  Configuration > Network > Modbus > serial >

>Modbus>  TCP
1.  Modbus  TCP 
2.  Modbus 

–  TCP 502  5000  32768  Apply
–  9600 8  1 

 
a. Parity  None
b.  ID 1  247
c.  Apply

 250  Modbus  
None  2 

www.apc.com/support
www.apc.com/support
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 125 kHZ  13.56 Mhz 
 250  200  RADIUS  200 
 

 NetBotz 125 kHz NBHN125  250  125 kHz 
• H10301 26-  
• H10302 37-  
• H10304 37-  
• CORP-1000 

 NetBotz 13.56 MHz NBHN1356  250  13.56MHz 
• MIFARE  4-  UID     
• MIFARE  7-  UID     
• MIFARE DESFIRE    
• MIFARE PLUS 
• iClass 8-

1.  250  Configuration > Device > Lock Properties > >

2. 10-60  1
 2 1-120  Apply

3.
4.  Configuration > Device > User Access > Unregistered Users > > >

 
5.  ID  1  2  24 x 7

6.  Apply  

 Configuration > Device > User Access > Registered Users
> > >

 www.apc.com  NetBotz  250 

http://www.apc.com
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•  250
•  USB 

 NetBotz  USB A  250  USB 
NBWC100U  

•
 50 

 AC-USB  NetBotz 

•

 30.5 100 
 15 50 

 
 NetBotz 

USB NBWC100U

 (NBWS100T)

/  (NBWS100H)
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1.  USB 

 USB  
2.  
3.  USB  NetBotz  USB A  
4.  AC-USB  NetBotz 
5.
6. “TCP/IP ” 14  Web 

“ ” 24

 250  Web 
 “  250” 19

1.  250  Configuration > Device > Wireless Sensor Network
> >

2.
3.  Add New Sensor

MAC

 

 47  
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 Web 

Web  Configuration > Device > Wireless Sensor Network  >  > 
 Disable Coordinator

CLI:  zw -wn disabled
 USB APC by Schneider Electric 

 www.apc.com  USB NBWC100U
NBWS100T  

 LED  
•  
•  30  
•  3  
•  5  
•

 LED 

 LED  

* LED

 www.apc.com

1.  “ ” 11
2.  www.apc.com 
3.  Configuration > Device > Outputs > >
4.  www.apc.com  

 250 *

*

http://www.apc.com
https://www.apc.com
http://www.apc.com
http://www.apc.com
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NetBotz  250 NBRK0250  

100–240 VAC 50/60 Hz

10 A  + 0.25 A

10 A

12 VDC 24 VDC

 12 V  24 V  75 mA

1 A 30 V AC/DC  2 

x x 43.6 x 431.8 x 59.2 mm 1.72 x 17.00 x 2.33 

x x 67 x 450 x 225 mm 2.6 x 17.8 x 8.9 

1.26 kg 2.80 

3.00 kg(6.50 

0  3,000 m 0  10,000 
0  15,000 m 0  50,000 

0  45ºC 32  113ºF  
-15  65°C 5  149°F

0  95%
0  95%

 250  
 

200 ms

EMC • EMC  2014/30/EU
• EN55024:2010, EN55022:2010+AC:2011, A
• FCC 47 CFR 15
• ICES-003:2012
• ASNZS CISPR:22
• VCCI V-3:2015 

• cULus / UL-EU / CE - UL/EN/IEC 62368-1
• LVD 2014/35/EU

• CE - EMC  2004/108/EC/
• RED  2014/53/EU 
• FCC 47 CFR 15

• ICES-003:2012
• IC 3351C-NBWC100U
• FCC ID SNSNBWC100U
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/ AP9335TH  

±1ºC ± 2ºF 0  40ºC 32  104ºF

± 4% RH 20  90% RH  25ºC 77ºF

± 8% RH 30  80% RH 15  30ºC 
59  95ºF

-10  70ºC 14  159ºF

4 m 13 

A-Link

 A-Link 1000 m 3,280 

 A-Link  NetBotz  150 
†

6

 A-Link 
/  [AP9520TH] †

8

/ AP9335TH AP9335T

15 m 50 

100 m 330 

NetBotz NBES0304
 APC  NetBotz 3.65 m 12  (NBES0303) 

 NetBotz 15.24 m 50  (NBES0302)

30.48 m 100 

100 m 330 

100 m 330 

 1 2.54 cm
†  A-Link NetBotz  150s [NBPD0150]

/ [AP9520TH])  100–240 VAC/24 VDC—AP9505i
 NetBotz  150  24 VDC  

www.apc.com

https://www.apc.com
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APC by Schneider Electric APC 
by Schneider Electric 

 
 APC by Schneider Electric  

www.apc.com 

 APC by Schneider Electric 
APC by Schneider Electric 

 APC by Schneider Electric 
 APC by Schneider Electric 

APC BY SCHNEIDER 
ELECTRIC APC BY SCHNEIDER ELECTRIC 

APC BY SCHNEIDER ELECTRIC 
 APC BY SCHNEIDER ELECTRIC 

APC BY SCHNEIDER ELECTRIC 
 

APC BY SCHNEIDER ELECTRIC 

 APC BY SCHNEIDER ELECTRIC 
APC BY SCHNEIDER ELECTRIC 

APC BY SCHNEIDER ELECTRIC 
 APC BY SCHNEIDER ELECTRIC 

 

 
 APC by Schneider Electric www.apc.com/support  

 APC by Schneider Electric /
 Support  

http://www.apc.com
http://www.apc.com
http://www.apc.com/support


—FCC
 fcc  15 1  

2  

FCC ID SNSNBWC100U

—ICES
 RSS 1  

2  

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject to the 
following two conditions: (1) this device may not cause interference, and (2) this device must accept any 
interference, including interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio exempts 
de licence. L’exploitation est autorisée aux deux conditions suivantes : (1) l’appareil ne doit pas produire 
de brouillage, et (2) l’utilisateur de l’appareil doit accepter tout brouillage radioélectrique subi, même si le 
brouillage est susceptible d’en compromettre le fonctionnement.

IC 3351C-NBWC100U

 USB  2014/53/EU 

 2014/53/EU 
APC by Schneider 

Electric 



 www.apc.com  

© 2020 APC by Schneider Electric.APC APC NetBotz StruxureWare
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